SCSC455 Lab3 GPG Cryptosystem   Name ________________________

· Log in Linux as user1, password seclab???

Right click the date time display at the upper right corner of Desktop, click Adjust Date and Time, and adjust to the correct date and time.
· Key generating 

Open a terminal (Applications -> Accessories -> Terminal).  Type command $ gpg --gen-key

Select all default options, and then enter name and email address. This email address could be faked. It is used as GPG public key ID. (For example, name “Frank” and email address “frank@gmail.com) Press “o” for OK, and then type passphrase. 

Q1. What is the key fingerprint?

· Exporting public key. 

Type command $gpg  –a  –o myname.key  --export  myemail

myname.key is public key file name. myemail is the email address you entered at the previous step. (For example, using frank.key as key file name) Display the public key file by typing command  $cat myname.key

Q2. Describe the contents of file myname.key

· Upload your public key and download another group’s public key.

Connect with a FTP server by clicking “places” menu from Desktop ( “connect to server …” Select “FTP (with login)”, type IP address (xx.xx.xx.xx) of FTP server, enter user name “user1”, click “connect”, and then enter password. A FTP folder appears on the Desktop. 

Navigate to “home” ( FTP”. Download (copy and paste) another group’s public key file (yourname.key) to your local home directory. Upload (copy and paste) your public key file (myname.key) to “FTP” folder, so that your partner group can download it. 

Import another group’s public key. Type command $gpg --import  yourname.key

· Display the public keys. Type command $gpg --list-keys
Q3. What is the result?
· Create a secret message by gedit, and then save it as myfile. Encrypt myfile.

$gpg –a –o myfile.gpg   -r youremail  --encrypt myfile 

myfile.gpg is name of gpg encrypted file. youremail is another group’s public key ID.

Q4. What is the result? (Choose no option.)  Explain why gpg give this message.
· Display the fingerprint for another group’s public key. $gpg --fingerprint youremail

Compare this fingerprint with your partner group’s Q1 result.

Sign another group’s public key. $gpg --edit-key youremail

Type “sign” at the prompt, and then type “y”, then press enter. Type “q” to quit this interface.

· Encrypt myfile. $gpg –a –o myfile.gpg  -r youremail  --encrypt myfile 

Q5. What is the result?
· Upload myfile.gpg to FTP folder. Download your partner group’s enctypted file yourfile.gpg at FTP folder. 
Decrypt     $gpg --decrypt yourfile.gpg

Q6. What is the result?
SCSC455 Lab4  Linux Firewall   Name_____________________________________

The default firewall configuration tool for Ubuntu is ufw. Developed to ease iptables firewall configuration.

1. Setting the default mode of ufw is recommended before turning it on. Set Default Deny:  

$sudo  ufw  default  deny

2. Turn UFW on:  $sudo  ufw  enable

3. To enable logging use: $sudo ufw logging on

4. To allow incoming tcp and udp packet on port 53.  $sudo  ufw  allow  53

$cat   /etc/services | less

What is the service on port 53 from file /etc/services
To delete this rule, $sudo   ufw   delete allow   53
What do you see?  
To delete another rule, $sudo   ufw   delete deny  FTP

What do you see?  
5. From this point, work with a partner.  

List IP of your host,   $ifconfig

Ping your partner’s host:  $ping  partnerIP

What do you see?

To quit, Ctrl+z.

7. Let your partner edits the file  /etc/ufw/before.rules  

$sudo gedit  /etc/ufw/before.rules   

-A ufw-before-input -p icmp --icmp-type echo-request -j  REJECT

Save the change of file.  Then restart ufw.
$sudo  ufw  disable

$sudo  ufw  enable

Then ping your partner host again. What do you see?

To quit, Ctrl+z.

8. Edit file  /etc/ufw/before.rules  again

-A ufw-before-input -p icmp --icmp-type echo-request -j  DROP
Save the change of file.  Then restart ufw.
$sudo  ufw  disable

$sudo  ufw  enable

Then ping your partner host again. What do you see?

9. Edit file  /etc/ufw/before.rules  and undo the changes you have made at line:

-A ufw-before-input -p icmp --icmp-type echo-request -j  ACCEPT
What are other ICMP type are ACCEPT at /etc/ufw/before.rules ?

10. List iptables rules of this host  $iptables -L -n
How many chains are there?
