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Steganography  (WinXP)
Objective

This exercise will require the user to use a steganography tool to store and retrieve hidden data from a jpeg file.

Description

Steganography is the mechanism to hide relatively small amount of data in other data files that are significantly larger. A simple example of steganography may be the storage of text files in bit-mapped images. Each pixel in a bitmapped image is defined by three bytes representing red, blue and green colors. Each byte is made up of eight bits and represents a shade red, blue or green. Random changes to the least priority bit generally produce only slight changes of shade, typically undistinguishable by the normal human eye as shown by the figure (the arrow shows the changed least significant bit and the resulting color is shown on the side. Therefore, if the image file is 1 KB, the number of bits that may be changed is given by the total number of least significant bits available (one bit from each byte) divided by the number of bits required for one text character (we consider 8 bits). Therefore, 1 KB of image file can accommodate 1024/8 bits = 128 bytes. Hence, a text file of 128 bytes could be hidden in a bit-mapped image of 1 kilobyte.
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Steps

· Make sure you are in the “Steganography” folder. Double-click on the “Jphswin.exe” file to open the Steganography tool.

· Hide data into “jpeg” file. Click on Open Jpeg on the menu bar and open the file

“myJPEG.jpg”.

· Open notepad and create a text file “input.txt” with a message you want to hide.

· Click on Hide on the menu bar and give a passphrase, such as “abc123” as prompted. Then, as prompted, point to the file “input.txt” that you intend to hide. 
· Save the image as “hidden.jpg”. The message text in “input.txt” has been hidden in the jpeg image file “hidden.jpg”.
(Note: Sometimes the Steganography tool gives “illegal operation” error when files need to be replaced. In such cases close the application and try again after deleting the files “hidden.jpg” and “output.txt”.) 

Q1. Open hidden.jpg and myJPEG.jpg. Can you tell any difference between two impages?
· Retrieve the hidden message from the “jpeg” file. Open the file “hidden.jpg”. Click Seek and enter a different passphrase, such as “abcdef”, as prompted, and then enter file name as output.txt in “Save the hidden file as” dialog window. 

Q2. What will you see?

Repeat the previous step, except entering correct passphrase “abc123”.
Q3. Is the message the same in “input.txt” and “output.txt”?

Q4. What are possibly uses of stenography?

· logoff windows.
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Password Cracking  (Linux)
Objective: Understand brutal force attack by using a password cracking tool nutcracker

· Boot up Ubuntu Linux (user1, seclab???)

· Place CD contains nutcracker into CDROM. Drag nutcracker-1.9.tar.gz to the desktop.
· Click Accessories -> Terminal   open a terminal.
Change directory to the desktop $cd Desktop
Install nutcracker on the desktop $ tar –xzf    nutcracker-1.9.tar.gz

You will see a new folder nutcracker-1.9 is created on the desktop. Double click open this folder (at file browser)
Q1. What are the files under this directory?

Q2. At file browser, double click Open words file and describe the contents of this file.
· At file browser, click UP at menu bar a few times till the root directory /, open /etc folder.
Q3. Find and open /etc/passwd file and describe the contents of this file.
Q4. Find and open /etc/shadow file, what do you see?
· Back to the terminal, and change directory to $cd /Desktop/nutcracker-1.9
Run nutcracker $ ./nutcracker   /etc/passwd   words

Q5. Describe the execution result.

· At terminal, run the command $ ./nutcracker   /etc/shadow  words

Q6. Describe the execution result.

· At terminal, run the command  $sudo bash
(Type user1 password at prompt)
Run command  # ./nutcracker   /etc/ shadow  words
Q7. Describe the execution result.

· At the desktop, click System -> Administration -> users and groups

· Highlight the dimmed root, and type user1 password to unlock the account so that the dimmed “add new user” is functional. Create a few new user accounts with “not so strong” passwords. And try to use nutcracker on them. # ./nutcracker   /etc/ shadow  words
Q8. Describe the execution result.

