SCSC 455 – 2009 Spring
Homework 3 
1. Review questions P516-520
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2. Why does Slammer worm propagate faster than old-style worms?

3. Identifying Microsoft buffer overflow vulnerabilities

As a network security professional conducting a security test on a customer’s network, you need to investigate any vulnerability that might be used. After discovering vulnerabilities that might affect a client’s network, you must create documentation of your findings and make recommendations to correct the problem.

Search “MS03042” at www.microsoft.com  homepage. Click the Microsoft Security Bulletin MS03-042 link. Click to expand the Technical Details option. Answer the following questions

a. Which ActiveX control has buffer overflow vulnerability?

b. What recommendations would you give a customer running Microsoft Windows XP?

